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HasBaHue BCTYNUTEJNIbHOIo UCNbITaHUA

[MporpammMmHas nHxxeHepus

HanpaBneHwue (-1s1) NOAroToBKM

09.04.04 lNMporpammMHas MHXeHepus

O6pa3oBaTtenbHas nporpamMmma (-Mbl)

09.04.04_01 TexHonorus paspaboTKku U COMPOBOXAEHUSA KAYECTBEHHOIO NPOrpaMMHOro NpoaykTa

09.04.04_02 OcHoBbI aHann3a 1 pa3paboTky NPUITOXKEHUI C BOMbLLUMMK 00 beEMaMK pacrnpeneneHHbIX JaHHbIX
09.04.04_04 NT-uHdpacTpykTypa Nnpeanpuatms

09.04.04 05 YnpaBneHue nogaepxkon MHPopMaLMOHHbIX CUCTEM, KAYECTBOM 1 HenpepbIBHOCTLIO M T-cepBrcoB

AHHOTauusa

[Mporpamma coaepXuT nepedeHb TEM (BONPOCOB) MO AUCLMNNIMHaAM 6a30BOM YacTu NpodecCnoHarnbHOro Lnkna
y4yebHoro nnaHa nogrotoBku 6akanaspoB no HanpasneHuto 09.03.04 "MporpammHasn nHxeHepus", BolleaWnX B
copepxaHve bunetos (TECTOBLIX 3af4aHWUA) BCTYNUTENbHbLIX UCNbITAHUA B Maructpartypy.

BcTynuTtensHoe ucnbiTaHue oLeHMBaeTCsa No CTOBannbHON LWKane u COCTOUT U3 MeXOUCLMMIIMHAPHOrO 3K3aMeHa B
obbeme TpeboBaHUN, NpeabABNAEMbIX FOCYAapCTBEHHbIMW 0BpasoBaTenbHbIMU CTaH4APTaMU BbICLLErO
0bpas3oBaHMA K YpOBHIO NOArOTOBKM GakanaBpoB MO HaNpaBfeHWo, COOTBETCTBYIOLLEMY HaNpaBeHUto
MarncTpaTypbl, MPOBOANMOIO O4HO B MMCbMEHHOW hOpMeE UMK ANCTaHUMOHHO (MakcumanbHbii 6ann — 100).
MuHUManeHoe konnyecTso Gannos, NOATBEPXKAAIOLLEE Er0 YCMNELIHOE NMPOXOXAEHNE YCTaHaBMMBaETCA
[MpaBunamu npuema, yTBEPXXOEHHBIMU Ha TEKYLLNA y4EOHbIN roA.

MpoaomMKNTENBHOCTL UCMbITAHUSA — 120 MUHYT.

Ha BCTynMTENBHOM MCMbITAHUKU pa3peLLEHO UCMONb30BaTh NMMCbMEHHbIE MPUHAANEXHOCTU, YEPHOBNK,
KanbKynsitop.

OucunnnuHbl, BKNKOYEHHbIE B nporpamMmmvy BCTYNUTEJIbHbIX UcNbITaHUN B MarucrTpatypy

1. TexHonornn paspaboTkn Ka4eCTBEHHOro NPorpaMMHOro obecneveHms.
2. CeT n TeNEKOMMyHMKaLMK.
3. 3awmra nHdopmaumu.

CopepxaHue y4e6OHbIX OUCLMUMNIINH

1. TexHonorun paspaboTkn kKa4eCTBEHHOIo NPOrpaMMHOro obecneveHus

1. Mpobnembl pa3paboTkm nporpammMHoro obecneyexus (M0O), Mogenu XN3HEHHOTO LiMKNa NPOrpaMMHOro
ob6ecneyeHmsa (KL, M0O).

a) coBpemMeHHble Mmogenu XKLl BogonagHas, V-Tuna, cnuparnbHas, MHKPEMEHTarbHasi, UTepaunoHHas,
npoTtoTunHasi, Agile paspabotka MO.

©) cnoXHocTb kak ocHoBHasa npobnema MO n cTovHukM cnoxHoctu. Cpeactea 60pbObl CO CMOXHOCTLIO:
abcTpakuus, cBepTka, MPOrHO3NpPOBaHME-KOHTPOb. MogynbHOCTb Kak cpeacTBO 60pbObI CO CNOXHOCTBIO
NpPOrpaMmMHOro NpPoeKTa, MPOYHOCTb M CLENMneHme Mogynen, MHTEPdENC, KOHTEKCT, MAaKeTUpOBaHME MOAYIEN.

B) cbopoyHas TexHomnorusi NO: npobnembl NMOBTOPHOIO MCMONb30BaHUSA Moayren (reuse), BO3BpaTHOW MHXXeHepUn
(reengineering), noptupoBaHus (nepeHoca) MO nnu ero kKOMNOHEHT (porting).

2. lMpouecc npoussoactea [10: MeToAbl, TEXHONOIMK, UHCTPYMEHTarnbHbIE CPeacTBa.

a) co3gaHue NPOEKTHOro MnaHa; MeToAbl OLIEHKM PECYPCOB M pacnpegeneHns paboT; puck-aHanu3; oTCrnexmBaHne
W KOHTPOIb MflaHa; MeTOAbl U UHCTPYMEHTbI, MPUMEHSEMbIE A1 NNaHNPOBAHUA MPOrpaMMHOro NpoeKTa.

©) cbop u aHanu3 TpeboBaHW: UICTOYHUKM TpeboBaHWA, MeTOAbLI cOopa 1 aHanu3a TpeboBaHu; cneundmrkaums
TpeboBaHWI U cornacoBaHne € C 3aKas3ynkoM U 3aMHTEPECOBaHHBIMM NULIAMW MPOEKTA; A3blK cneLmduKauni,
dopMarnbHble HoTauuy Ans onvcaHus nosegeHus cuctemsl (UML, MSC, UCM); cucteMHble TpeboBanusa n NO
TpeboBaHWsA; N3MEHEHWE, OTCNEXNBAHWE U KOHTPOSb cneLundurKkaumm TpeboBaHnii.

B) npoektupoBaHue lNMO: koHuenTyanbHoe (High Level Design) n getansHoe npoektupoBaHue (Detailed Design);
TpeboBaHNA U KPUTEPUN; OTCIEXMBAHUE U KOHTPOSb CNELNMUKALNA apXUTEKTYPbI U AM3aiHa, UHCTPYMEHTHI,
NPUMEHSIEMbIE MPU OMUCAHUN U UCTIONTHEHUN An3anHa.

r) 063op aTana peanusaumm npoekta (KOANPOBaHUS); oTnagka, MogynbHOEe TeCTUpoBaHne (Metog «benoro
AwWwmMKa») n 063opbl Koga Kak obsizaTenbHble cocTaBnsowme atana paspabotku NO; ctaHaapTbl KOANPOBAHUS.

n) TectupoBaHue NO: MmeToabl TECTUPOBAHUSA, OFPaHNYEHNss TECTUPOBAHKA Kak meToga nposepku 0;
WHCTPYMEeHTanbHble CpeacTBa Ans TECTUPOBaHUS M OTNaAKN MHOrOMOAYbHbBIX NMPOrpaMMHbIX KOMMSIEKCOB;
mMakeTupoBaHue MO 1 BHELUHEro OKPY>KEHWS; MHTErPaLMOHHOE N CUCTEMHOE TECTUPOBAHMWE; PErpeCCMOHHOE
TECTUpPOBaHWeE; BUAbl TECTMPOBaHNS, OO bEKT TECTUPOBAHMWS B KaXXAOM M3 BUOOB TECTUPOBAHUS ((PYHKLMOHaNbHOe
TECTUpOBaHWe, TECTMPOBaAHUE NONb30BaTENBLCKOrO MHTEPdENca, TECTUpOBaHNE 6e30NacHOCTU, TECTUPOBAHNE
npoussoguTensHocty MO, TecTMpoBaHne ygobcTea Nonb3oBaHNs, TECTUPOBAHNE COBMECTUMOCTU U Op);
aBTOMaTU3aLMsA TECTUPOBAHWS; CNOCOObLI CO3A4aHUSA TECT KEMCOB (PYYHOW, reHepaL sl TECT KEMCOB No hopmarnbHO
onncaHHbIM TpeboBaHuaM Kk MO); BuAbl LOKYMEHTaLUN B TECTUPOBAHUN; KpUTEPUK TecTupoBaHms MO
(cToxacTu4eckue KpUTepum, MyTaLMOHHbIN KpUTEPUN, CTPYKTYPHbIE KpUTEPUN).

€) Harpy3o4yHoe TECTUPOBaHNE U TECTUPOBAHUE MPON3BOAUTENBLHOCTI: 3Tarbl MPU NPOBEAEHUN KaXKO0r0 U3 BUOOB
TECTUPOBaHMS; 0COOEHHOCTY BbIOOPAa MHCTPYMEHTOB A5 KaX40ro BUAaa TECTUPOBAHUS; TUMbl TECTUPOBaHUS
NpOn3BOAUTENBHOCTY (Harpy3o4HoOe, TECTUPOBaHUE CTabMITbHOCTU, MaclITabupyemMoCcTu, OTKa30yCTOMYNBOCTH,
CTpecc TeCTUpoBaHue, 06 bEMHOE TECTMPOBaHUE, TECTUPOBAHME BOCCTAHOBIEHUS), NX LIENW U 3adauw.

X) gokymeHTtupoBaHue NO: TpeboBaHus k O kak NPOMbILLIEHHOMY NPOAYKTY; CTaHAAPThbl HA odhopMIieHne




nporpammHoro npoaykta (IEEE, ISO/MEK, ECI1); Buabl nporpaMmMHON JOKYMEHTaUUK; cpeacTBa asToMaTm3asumum
pa3paboTku NporpaMMHOM AOKYMEHTALUN B UHOYCTPUanbHOW TEXHOMNOrMM NPOrpaMmM1MpoBaHuS.

3) conpoBoxaeHue NMO: conpoBoxaeHne unu npogomkatLlascs paspabotka NO; npobnemsl N NePCnekTUBbI
conpoBoxaeHus NO; ncnonb3yemble MHCTPYMEHTaNbHbIE CPEACTBA; CTUIb MPOrPaMMMpPOBaHUS,
OPWMEHTUPOBAHHbIV HA MOAAEPXKKY 3Tana CONPOBOXAEHUS.

3. BupTtyanusauus, Bugpl BUpTyanusauum, Lenu n npumepbl NpUMMEHEHWS BUPTyanu3auum (pasnvyms annapatHom
BMpTyanusauumn n kKoHTenHepuaauum). Docker MHCTPYMEHT Anst KOHTeNHepPU3aLmm, NCNONb30BaHWE B
aBToMaTusauumn tectmpoBanus MO.

4. Beb-TecTnpoBaHMe: XN3HEHHbIV LMK pa3paboTku BEO-NpUnoXeHus, 3agaqm TeCTMPOBaHNs BEO-NPUNOXEHNI;
WHCTPYMEHTbI A8 aBTOMaTM3aummn TECTUPOBaHUS NOMb30BATENbCKOro NHTEPdENCA; NHCTPYMEHThI AN
TECTUPOBAHNS CEPBEPHOr0 KOMMOHEHTA.

5. MeTpukun n ynpasneHue paspabotkon n kavectsom [10O.

a) OCHOBHbIE MOHATUA KadecTBa U MeTpudeckon Teopun NO; meToabl oLeHkn kadecTtsa 1O (aHkeTbl, paboune
CMUCKM, KOHTPOrbHbIE 3aa4n, pacnpoCTpaHeHHble BeHYMapKM AN OLLEHKM NPON3BOAMTENBHOCTU NPOrpaMMHOro
nsgenus); Metoabl ynpaeneHus kadectsom MO, ucnonb3yemslie B coBpeMeEHHbIX TI1 (KOHTPOMb U OTCREXMBaHWE,
00630pbl (review) n ayanthl); attectaums MO.

0) KonNMYecTBEHHas oLeHKa OOBLEKTOB C pacnsbiBYaTbiMW CBOMCTBAMW: METPUKM U MHAMKATOPbI; MCMONb30BaHNE
WMHGOPMALIMOHHBIX U TOMOJTOTMYECKMX METPUK OIS OLIEHKM CIIOXHOCTWN MPOrpaMMHOIO MOAYSSI; KOHCTPYKTUMBHbIE
KpuTepum kayectBa MO; OCHOBHbIE MOAENWN MPOrPAMMHOI0 MOAYISA, UCMONb3YyEMbIE ANS OLEHKN TPYAOEMKOCTU €10
pa3paboTku; METPUKM LIS OLLEHKN MHOPMALMOHHOWN CITIOXKHOCTM MOAYIEN U UX UCMONb30BaHUE ANSi COBOKYMHOM
OLLEHKM MPOrpaMMHOro nNpoeKkTa.

6. CoBpeMeHHble NHAYCTpuarbHble TEXHONOrMM nporpammmnposanms (T11).

a) cbopoyHas T, ocobeHHocTn XKL| cbopouHon TT1, TpeboBaHUA kK MOAYNAM U UHTepdencam; bbicTpoe
nporpammupoBaHue (agile programming), oco6eHHocTu XKL|; acnekTtHoe nporpammupoBaHne, ocobeHHocTr XKL,
TpeboBaHus K MOAYNSAM 1 MHTepdercam.

©) ocobeHHocTn TT1: ocobeHHocTn T ynpaBnstowmux cuctem, Tl oTkaszoycTomnumBbix cuctem, Tr1
pacnpeneneHHbIX CUCTEM U CETEN.

B) MeEpPCNEKTUBHbIE HaNpaBneHus B pa3Butum TI1: goka3aTenbHOe NporpaMMmnpoBaHue 1 BU3yarbHoe
nporpaMmmupoBaHve. MeTaTexHonornsi B nporpaMMmMpoBaHum 60mbLUMX NPOrpamMmMHbIX KOMMSIEKCOB.

JlutepaTypa ons nogroToBKU:

JlaBpoB C.C. [NMporpammMmmpoBaHne MatemMaTu4eckme OCHOBbLI, cpeacTBa, Teopus. - CI6. BHV.2001. 320c.
MmeHdopa Maviepc, Tom bagxetT, Kopn CaHanep. MickyccTBo TeCTMpoBaHuUs nporpamm, 3-e n3g. —
KomnbtoTepHoe nagatenscteo Ouanektuka, 2019. — 272 c.

Kotnapos B.I1. OcHOBbI TECTUPOBaHUS NporpaMmMHOro obecneyeHus. - HaunoHanbHbIi OTKPbITEIN YHMBEPCUTET
"MHTYWUT", 2016. -248c.

Kotnsapos B.l1., Konukosa T.B. OcHoBbl coBpeMeHHoro TectupoBaHus 0. — M: ViHTepHeT YHuBepcuTeT
NudopmaumoHHbix TexHonorun, 2006. -285c¢.

HenenBoga H.H. Ctunn n metoabl nporpammunpoBaHus. - M: UHTepHeT YHuBepcnuteT HdopMaLMOHHbIX
TexHonorun, 2005. -320c

Meriep B. Agile! lNMpekpacHbli, yxacHbln, WyMHbIR. — Mocksa-Teepb. HOY «MHTYUT» - BAO HAU LINC. 2015 -
248 c.

Kanep C., ®onk k., HryeH EHr. TectupoBaHune nporpammHoro obecneyeHmsi. —K: AnaCodt, 2000 — 544c
Ceatocnas Kynukos. TecTnpoBaHue nporpaMMHoro obecneveHnsi. basosbin kypc, 2-e nsg. EPAM Systems 2015 -
2018, Bepcus kHurm 2.1.0 ot 16.11.2018.

penan byy, Dxenmc Pamb6o, AnBap xekobcoH. UML PykoBoacTtBo nonb3oBatens. — M.:2000 — 427¢

3bikoB C.B. BBegeHne B Teoputo nporpaMMmMpoBaHus,

— M: NHTepHeT YHuBepcuteT MHpopMaunoHHbIx TexHonorun, 2004. -400c

B.MaknadnuH, I".Monnanc, [.YacTt. O6beKTHO-0PUEHTMPOBAHHbIN aHanns u npoekTupoBaHue. MNutep. 2013 — 599
C.

Boam B. VIHXeHepHOe NpoeKkTMpoBaHMe NporpaMmmHoro obecnederus. -M: Pag. u ceasb, 1985. - 510c.

OueHka 1 aTTecTaums 3penocTy NPoLEeccoB CO34aHUSA 1 CONMPOBOXAEHUSA NPOrpaMMHbIX CPEACTB U
MHopmMaumoHHbIx cuctem/lMep. ¢ aHrn. A.C.Aranosa u gp. — M. KHura n 6usHec. 2001. —348c.

Bpykc ®. Muduyecknin 4enoBeko-MecsiL, Unu Kak co3aalrTca nporpamMHble cucteMsl. — isaatenscteso CumBon-
Mntoc (ISBN 5-93286-005-7), 2005 — 304c.

Docker YnpaBneHue BbluucrneHmamu (BTopon cten) - https://stepik.org/course/1612/syllabus

International Software Testing Qualifications Board Glossary. [http://www.istgb.org/downloads/glossary.htmi]
[FOCT 12207, 2010] — MHdpopMaumoHHasa TexHonorms. CuctemHas u nporpaMmmHas nHxeHepus. Npoueccol
XXM3HEHHOTO Lmkna nporpaMmMHbix cpeacts. FOCT P MCO/M3K 12207-2010, HaumoHanbHbIN cTaHAapT
Poccuiickon ®egepauum, 2010.

ISO Online Browsing Platform (OBP). [https://www.iso.org/obp/ui]

2.Cetnum TeNneKOMMYyHUKaunn

1. OCHOBbI TENEKOMMYHMKALNIA
OBonNLNS TeNEKOMMYHUKaLIMOHHBIX ceTen. ObLune npuHUUNbBI NOCTPOEHUs ceTer. KoMmyTauusa KaHanos u




nakeToB. ApXuUTeKTypa u ctaHgapTusaums cetein. CeTeBble XapakTEPUCTMKN. DTanoHHas Mogenb B3aMMoAencTBus
OTKPbITbIX cucTeM. 3agayun pr3n4eckoro ypoBHs, ypOBHs nepefaydv AaHHbIX, CETEBOr0, TPAHCMOPTHOIO,
CeaHCcoBOro, NpeAcTaBeHns U NPUKNagHOro YPOBHEMN.

2.JImHun cBs3un

CornacoBaHue xapaKkTepuCTUK KaHaroB CBA3M U CUTHamoB. JIMHUM CBA3W M KaHarnbl nepegayn AaHHbIX.
XapakTtepucTuka NpoBOAHBIX NIMHUIA CBSA3WN, BOMTOKOHHO-ONTUYECKNX MMHWI CBA3W U paguokaHanos. Cuctemel
Mob6unbHoM cBA3n. Mogenu NUHUI CBA3MN.

3. TexHonormsa onanyecKoro ypoBHs nepeaayn AaHHbIX

MeToabl Moaynsuun curdanos. Kogsl nepeaayn umdpoBbix CUCTEM. ANTOPUTMbI MPUEMa CUrHanoB.
[MomexoycTonymBocTb Npuema curHanoB. MeToapbl gocTtyna k cpege nepegadn. MHOXXeCTBEHHbI A0CTYN C
YacToTHbIM pasgeneHuem (FDMA). MHOXeCTBEHHBIN JOCTYN C BpeMeHHbIM pasgenerHvem (TDMA).
MHoXXeCTBEHHbIN AocTyn ¢ koAoBbiM pasgenerHvemM (CDMA). NpoTokorbl ynpasnseMoro ocTyna B aCUHXPOHHbIX
cuctemax. [ogypoBeHb ynpaBrneHus nuHuen nepegadvn. Metoabl NOBbILLEHUS AOCTOBEPHOCTU NpW nepegaye
OaHHbIX.

4. CeTeBOM YPOBEHb.

KommMyTaumsa B TeneKOMMYHUKaLMOHHbBIX cucTemax. [pocTpaHCTBEHHas, BpeMeHHas U KOMOMHMpoBaHHasA
KOMMYyTaums kaHanoB. BupTyanbHble kaHanbl. ANropuTMbl BbIOopa MapLupyTa B CETAX C KOMMYTauueln NakeTos.
AnropuTtmbl 60pb6bl ¢ Neperpyskon. MexceTeBoe B3anmoaencTene. TyHHeNMpoBaHne 1 doparmeHTaums NakeToB B
06beaNHEHHbIX CEeTSX.

5. JlokanbHble BblYUCNTENbHBIE CETU

CtpykTypHble komnoHeHTbl JIBC: cousudeckasn cpena, Tononorus, metog goctyna. Cetu Ethernet n TokenRing.
MHOXeCTBEHHbIN JOCTYN C KOHTPONEM HeCyLLen n obHapyXeHnem KoHpnmkToB. MapkepHble MeToAdbl 4OCTyna.
CtpykTtypa kagpa. Auto-Negotiation. 10-Gigabit Ethernet. SnektponuTtaHue no cetu Ethernet, POE. AnnapatHble
CcpencTBa: CeTeBble KOHTPOEPhI, MpMemMonepeaTynki, KOHLEHTPaTopPbl, KOMMYTaTopbl. IHTennekTyanbHble
dyHKUMN koMMyTaTopoB. [NpoTtokon STP. MapwpyTtusatopbl. CTaTnyeckas n guHaMm4eckas MapLupyTu3aums.
YpaneHHbIn goctyn K nokansHon cetn. LAG. BupTyanbHelie nokanbHble cetn. VPN. VLAN. Switch Fabric.
lMnaHMpoBaHMne TexHn4Yecknx cpeacTB B 6a3oBbix kKoHdUrypaumsax JIBC. BeicokockopocTHble JIBC.

6. Cetn TCP/IP

Cuctema npotokonoBs cteka TCP/IP gnsa ynpaBneHus B3anmogencranem npoueccos B ceTn. OCHOBHble PyHKLMK
CeTeBOro, TPAHCNOPTHOrO, CEaHCOBOrO, NMPeACTaBUTENbHOrO 1 NPUKIAAHOro YpoBHEN 1 6a30Bble NMPOTOKOMbI CTeka
TCP/IP. Agpecauus, bparmeHTauus B MIHTepceTn. TexHonorns TpaHcnsaumm ceteBbix agpecoB NAT. MpoTtokon
SMTP. MpoTokonbl Telnet, SSH. MpoTokonsl HTTP, FTP. MNMpotokon ICMP. TRACEROUTE. PING.

7. TexHonorum rnobanbHbIX ceTen

CTpyKkTypa 1 MHOOPMALMOHHbIE YCIyrn TepputopuranbHbix ceTen. MNMpoTokonkl charinoBoro obmeHa, aneKTpOHHON
NoyThbl, OUCTAHLMOHHOIO ynpaBneHus. Buasl koHdepeHu-cBa3un. MHdopmauymnoHHasa cuctema WWW. Cniyxkb6a DNS.
MpoTtokonel POP3 n IMAP. NMouck B UHTepHeTe. CpeacTtea co3gaHua Web npunoxeHun.

8. lNepcnekTnBbl pasBUTUSA OCHOBHbIX CETEBBIX METOA40B OOHOBPEMEHHON NepeAayun AaHHbIX, ronoca,
BUAEOUHGOPMALMM B HANPaBNEHWUM NOBbILLEHNS MPON3BOANTENBHOCTM, JOCTOBEPHOCTU N HagexHocTu. MeTtoapl
MOBbILLEHMS CeTeBOW 6e30nNacHOCTU.

JlutepaTypa Ans NoaroToBKW:

Bpongo, B. J1. BeluncnutenbHble cUCTEMBI, CETU U TENEKOMMYHUKaLmu: y4eb. ans By3os / B. J1. Bpowngo, O. I1.
UnbuHa. — 4-e usg. — CI16. : MNutep, 2011. — 560 c.

l'yceBa, A. U. BbluncnutensHble CUCTEMBI, CETU U TENeKoMMYHUKauum : y4eb. ans sy3os / A. U. IN'ycesa, B. C.
Kupees. — M. : Akagemus, 2014. — 288 c.

Onudep, B. I'. KomnbtoTepHble cetu. MNpuHUMNbI, TEXHONOrMKU, MPOTOKONbI : y4eb. ans Bysos / B. . Onudep, H. A.
Onundpep. — 5-e n3g. — CrI16. : Mutep, 2016. — 992 c.

MeckoBa, C. A. CeTn 1 TenekommyHukaumm : y4eb. ansa BysoB. / C. A. lNeckosa, A. B. Ky3uH. — 5-e nsa., nepepab. —
M. : Akagemus, 2014. — 314 c.

MaTnbpaTtos, A. . BeluncnurenbHble CUCTEMBI, CETU U TENEKOMMYHUKauun : y4eb. / A. T. MNatubparos, J1. M.
lN'yobiHO, A. A. KnpuyeHko. — M. : KHOPYC, 2017. — 372 c.

CeTu n TenekoMMyHMKaLmK : y4eb. u NpakTUKym A5s akagemuyeckoro 6akanaspuata / nog peg. K. E. Camynnosa,
N. A. Wanumosa, . C. Kyns6osa. — M. : lOpanT, 2016. — 363 c.

TaHeHbaym, 3. KomnbtoTepHble cetn / 3. TaHeH6aym, [. Yasepon. — 5-e usg. — CI16. : MNutep, 2014. — 960 c.

3. 3awmra nHdpopmaumm

BesonacHocTb MHPOPMALIMOHHBIX TEXHONOMNN. OCHOBHbIE MOHATUS.

NudopmaumnoHHasa 6e3onacHocTb, 6e3onacHOCTb nHopmaLmmn, 6e30nacHOCTb MHAOPMALMOHHBLIX TEXHOMOMNN.
KoHduaeHUmnanbHOCTb, LernoCTHOCTb, AOCTYMHOCTb.

Yrpo3bl 6e30nacHOCTM MHPOPMALIMOHHBLIX TexHonorun (AT).

Mopenb HapyLmnTens.

YA3BUMOCTN MHEPOPMALIMOHHbIX CUCTEM U NYTU HaHeCeHUS yulepba.

B3anmocBa3b OCHOBHbIX NOHATUI 6e3onacHocTn UT. YnpaBneHne puckamu.

Mepbl npoTBOAENCTBUA Yyrpo3aM 6e30nacHOCTU: 3aKoHOAAaTENbHbIE, MOpPanbHO- 3TUYECKME, OPraHN3aLMOHHbIE,
dur3nyeckme, TEXHNYECKNE.




OCHOBHbIE MPUHLIMMNBI NOCTPOEHNsI cucTembl 3awwmTsl AC.

Lndpcrctemsi.

OcHoBHble MOHATUA. Knaccndukaumnsa KpuntocucTem.

Knaccudumkaums wmndpenctem. NpocTble wndpbl.

TeopeTnko-MHOpMaLNOHHAs OLeHKa KpMNTOCTOMKOCTM WwindpcmucteM. CoBepLueHHO 6e30nacHble CUCTEMBI.
HeHageXxXHOCTb LWdPOB 1 pacCcTosiHMe eOUHCTBEHHOCTN.

[MpakTuyeckasi ctonkocTb wndpa. CoBpeMeHHbIE MeTOAbI M TEXHOMOMMN KpUNToaHanmaa.

TpeboBaHus kK COBPEMEHHbIM Ldpam (auddyaus, KOHY3Ns, NpakTnyeckas peanm3yemocTtb). ITepmpoBaHHble
6ro4Hble WwWndpbl. BeIGop OCHOBHBIX MApaMeTpoB.

TpeboBaHus k wndpam nepsoro nokoneHus. Cetb Pencrena.

Brnoynbin wngpp FNOCT 28147-89. OcHOBHbIE XapakTepucTuki. MatemaTtuyeckas MOAENb U apXUTEKTYpPa.
TpeboBaHus K Lindpam BTOPoro nokorneHus. bnoynsin windp AES. OcHoBHbIe xapakTepucTukn. MatemaTtumyeckas
MOZENb N apXUTeKTypa.

CpaBHUTENBHbIN aHann3 CoOBPEMEHHbIX BrTOYHbIX LLUNGPOB.

MpoTtokonbl wndposanusa. FTOCT 28147-89. Pexum npocTton 3ameHbl. MaTemaTtnyeckas moaenb, 0COGEHHOCTU U
o6racTy NPUMEHEHWUS.

MpoTokonbl wndgpoBanunsa. FOCT 28147-89. Pexunm rammmpoBaHusi. MaTtemaTudeckass Mogenb, 0COGEHHOCTU K
obnacTn NPUMEHEHUSI.

MpoTokonbl wndgposanusa. FOCT 28147-89. Pexum rammmpoBaHusi ¢ obpaTHon cBs3bio. MaTtematnyeckas
Mogesnb, 0cOBEHHOCTM 1 06nIacTN MPUMEHEHWUS.

CpaBHuTeNbHbIM aHanua npoTtokonos wndposanus TOCT 28147-89 n ctangaptos CLUA.

ObecneyeHne MMUTOCTOMKOCTMU.

MMnTOCTOMKOCTD.

Cnocobbl KOHTPOMS LLEMOCTHOCTU COOBLLEHMS.

Xaw-yHkums. TpeboBaHWs K KpynTorpathmnyeckom XaLw-yHKUNM. KpunToCcTOMKOCTb X3LU-(YHKLUNNA.

ApxuTekTypa xaw-dyHKLMN. DYHKUNS CKaTUS.

CraHgapT doyHkumn xawmpoBaHust FTOCT P34.11-94. OcCHOBHble XapakTEPUCTUKN N MaTeMaTnyeckas Modenb.
CpaBHUTENBHBIE XapaKTEPUCTUKN COBPEMEHHbIX X3LL-DYHKLIMIA.

Crangapt dyHkuun xawmpoBaHua SHA-1. OCHOBHbIE XapaKTEPUCTUKU U MaTemaTnyeckas moaerb.
CpaBHUTENBbHbIE XapaKTEPUCTUKN COBPEMEHHbIX X3LL-(YHKLMN.

[MpOTOKON KOHTPOSISA LLEMOCTHOCTU C UCMONb30BaHMEM X3LW-yHKUMK. OBnacTe NpUMeEHEHUS.

Kogbl ayTeHTUmKaumm coobuieHuns. MatemaTtuyeckass Mogernb. [JocTonHcTBa 1 HegocTatkn. Obnactb
NPUMEHEHNS.

HMAC. MaTtemaTtunyeckas Mogesnb U OCHOBHbIE XapakTepuCTMKW. [poTokon KOHTpons uenoctHocTn. Obnactb
NPUMEHEHNS.

LLindpoBaHme ¢ kKOHTpoNem LenocTHocTu. MNokasaTenu adpdektuBHocTn. CTangapT 6novHoro wudposaHus FTOCT
28147-89, pexum BbipaboTkn MMUTOBCTaBkN. MaTemaTtmyeckass MOAEsb U OCHOBHbIE XapakTepucTuku. MpoTokon
KOHTPOMS LEeNoCTHOCTH.

CpaBHUTENbHBLIN aHanNu3 NPOTOKOSOB KOHTPOMS LIEeNOCTHOCTH.

MeToabl 3aLmThl OT HaBSA3bIBaHWUSI paHee NepefaHHbIX, 3aAepXKaHHbIX NN NepeagpecoBaHHbIX COOBLLEHWIA.
Kpuntorpadusi ¢ OTKPbITbIM KIHOYOM

TpeboBaHus kK NpeobpaszoBaHMAM B KpMNTOrpacmm ¢ OTKPbITLIM KIMHYOM. BblYMCIMTENBHO NPOCThLIE U
BbIYMCIUTENBHO CIOXHbIE MPOBEMBI.

HeobpaTtumble npeobpa3oBaHus C Na3enkon U Nx MpUMEHeHMe B KpunTorpagum ¢ OTKPbITLIM KIHOYOM..

Cuctema oTkpbiToro wingpoeaHua RSA. MatemaTtudeckas mogenbs. [MpoTtokon npyumeHeHnsi. AHanm3
KpUNTOCTONKOCTW.

CpaBHUTENbHbBIV aHanu3 W1UMPOBaHWS C CEKPETHBIM KITFOYOM U OTKPbITOrO LM(POBaHKS.

OnekTpoHHas umdposas nognucs (3LIM).

Mopgenb HapywuTens n TpeboBaHud k L. CpaBHeHMe ¢ rpadnyeckor NoANUCHI.

AUl RSA, matematmyeckass Mogenb, aHann3 KpUNTOCTONMKOCTU, NPoTokon npuMmeHenus. SUIM ElGamal,
MaTemaTudeckas Moaesnb, aHanua kpuntoctonkocTn. CpaBHeHne LM ElGamal n SLIM RSA. SLIM DSA,
MaTemMaTuyeckas Moaernb, aHanu3 KpMNTocTonkocTU. MaTemMaTuyeckMe OCHOBbI KpUNTorpadun Ha annmMnTUYECKMX
KpuBbIX (3K).

SUIM Ha OK (FTOCT P34.10-2001), maTemMaTu4eckas MoAerb, aHann3 KpMNTOCTONKOCTW, MPOTOKOS NPUMEHEHUS.
CpaBHutenbHble xapaktepuctuku LM (RSA, DSA, TOCT P34.10-2001 (ECDSA)).

XaLW-dYyHKLUNN B NPOTOKOMaXx LiMPOBOMN MOAMUCH.

YnpasneHue kpuntorpacmyeckumm Knoyamu.

HKU3HEHHBIN LMK KNoYen 1 YHKLUN YyNpaBreHns KnoYyamu.

KpunTorpaduyeckme reHepatopbl NCEBAOCYyYaNHbIX NocnegoBaTensHOCTeN (TpeboBaHWS, MPUHLMMNBI NOCTPOEHUS,
npvMepsbl).

"eHepauus 6onbLunx NpPocTbiX Yncen. Tect Pepma.

YnpasneHue Knyamm B KpMNTOCUCTEMAX C CEKPETHLIM KITFOYOM, CPaBHUTENbHBIN aHanu3 npoTOKONoB
OeLEeHTPanvM3oBaHHOIo U LLIEHTPanM3oBaHHOroO yNpaBrieHNs Kioyamu.

YnpasneHue Krnoyamm B KpMNTOCUCTEMAX C OTKPbITbIM KrtodoM. CepTudumkaT OTKPLITOro Kroya. Y 4oCTOBEPSOLLNA
LEeHTp 1 ero pyHKuun. MNpoTokonbl cepTudmkaLmnm n Kpocc-ceptudmkaumm.

MBpunaHble KPUNTOCUCTEMbI HA OCHOBE OTKPbITOrO LUMAPOBAHMS Y OTKPLITOrO pacnpefeneHuns Kniyen CUCTEMbI.




AyTeHTndukaumsa cybbekToB.

UpeHTudukaums n ayteHtndpmkauua. Knaccudpukaums cxem ayteHTudgumkanmm. TpeboBaHUS K NpOTOKONY
ayTeHTudmkaLmm.

MaponbHas 3awmTa. [JoOCTOMHCTBa 1 HegocTaTku (ya3BMMOCTU). MeToabl yCUneH1s naposibHOW 3aLUnThI.
AyTeHTUdUKaLMS C NCNONb30BaHMEM KpunTorpaduyeckux metogos. MNpumepbl NPOTOKONOB.

AyTeHTudUKauns ¢ Hyneeon nepegadven 3Hanun. MNMpoTtokon Fiat-Shmir, MaTemaTuyeckas Mogenb, NMPOTOKON
NMPVYMEHEHWS, aHanu3 CTOMKOCTMU.

BruomeTpnyeckasn ayteHTudmukaumsa. Ctatmyeckme n guHamumyeckue buometpuyeckme obpasbl. BuomeTpuyeckue
MexaHun3Mbl. BruomeTpryeckasn ayteHTUmKaumsa n kpuntorpadunyeckme MexXaHn3Mbl.

PasrpaHudeHve goctyna.

MonuTtuka 6e3onacHOCTM U cxemMa pasrpaHuyeHnst goctyna. M3bupatensHoe ynpaBneHue 4OCTYrnoMm.
MatemaTtuyeckas mogens. [loOCTOMHCTBA U HEOOCTATKN.

lMonHoMoO4HOEe ynpaBneHne goctynoM. Matematudeckas mogenb. OCOB6EHHOCTM NPUMEHEHNS U peanu3auuu.
PoneBast Mmogene ynpaBneHus goctynom. Marematnyeckad mogens. [IoCTOMHCTBA U HEOOCTaTKM.

KoHTponb MHhOpMaLIMOHHBIX MOTOKOB Ana obecneveHns kKoHduaeHumaneHocTu (Mogens Bell-LaPadule).
[ocToMHCTBa 1 HEAOCTaTKM.

Peanunsauunsa pasrpaHnyeHmsa goctyna B coBpemeHHbIx OC.

Be3onacHOCTb KOMMbIOTEPHBIX CETEN.

YassumocTu IP-ceteir, ceteBbix OC 1 npuknagHbIX CEPBUCOB. TUMOBLIE CETEBLIE aTaku. 3aLUULLEHHbI CETEBOM
npotokon IPSec, Apxutektypa: npotokosnbl 6e3onacHoctn (TSP, AH) n pexunmbl nx ncnonb3oBaHusl, accoLmnaumns
BesonacHocTu 1 NpoTokon cornacoBaHus ee napameTpoB (ISAKMP), B[] nonutuk 6e3onacHocTu.
3alnLLeHHbIN TpaHCNOPTHbBINM NpoTokon SSL, apxuTekTypa n npuHumnbl paboTtel. MexceTeBble akpaHbl (M3).
OcHoBHble yHKUMK. Tunel M3. MNMocTpoeHne n npumeHeHue npasun dunbTpaummn. KoHdurypaumsa MO.
OueHouYHble cTaHaapTbl 6e30MacHOCTY MHAPOPMAaLMOHHBLIX TEXHOOTUN.

HopmatuBHble ctaHgapThl. «OpaHxeBas kHura» KoHuenumsi, OCHOBHbIE NOHATUSA. [JOCTOMHCTBA U HEAOCTATKM.
PykoBogsiime nokymeHTbl FocTexkommceun: «lMokasatenu 3awmweHHoctn ot HC k nHdopmaumumny,
«Knaccudukauma AC n TpeboBaHus no 3awmte nHdopmaummy. KoHuenunsi, OCHOBHbIE MOHATUSA, MPUHLMMbI
NPYMEHEHNS, OCTOMHCTBA U HEAOCTATKM.

FOCT ISO/IEC 15408 «O6Lumin KpuTepui oLeHkn 6e3onacHOCTU MHOPMAaLMOHHBIX TEXHOMNOrM». KoHuenuus
nokyMmeHTa. OCHOBHbIE MOHATUA: TpeboBaHNs 6e3onacHoCTH (pyHKLMOHANBHBLIE U JOBEPUA ) N UX CTPYKTYpU3aLuS,
YPOBHM fOBepUs, Npounb 3awwmTbl). MpuHLMNBI NPUMEHEHNS.
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